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LAN and SAN/NAS traffic over same cables and switches

10Gbps Ethernet (10GbE)
Fibre Channel-over-Ethernet (FCoE)

Lossless Ethernet
Converged Enhanced Ethernet (CEE) or Data Center Bridging (DCB)
FCoE tunnels storage traffic through Ethernet & requires CEE/DCB
Infiniband RDMA ( Remote Direct Memory Access) over CEE = RoCEE

Converged IO Nic Adapter (CNA)

WOODITWORK.COM ___j’



What is converged 10?
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What is converged 10?

Access and Aggregation
Devices Merge
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Why would you use it?

Reduce stuff and costs

shasboanad

................
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BEFORE  LAFTER
Savings:

30% - 50% in capital expenditures
70% - 80% in cabling
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Why would you use it?

o

utilise cheap bandwidth more efficiently

get rid of fiber channel,
without getting rid of fiber channel

blades pre-provisioning
power + management + network
blades force consolidation
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How?

Physical Convergence
consolidate multiple 1Gb Nics to single 10Gb Nic
consolidate Ethernet and Fiber Channel to FCoE

Logical Divergence
carve up 10Gb Nic to multiple logical Nics
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Ethernet Multi 1Gb -> 10GbE

R | (SR EET

Dedicated NICs for traffic types Traffic converged to two 10 GigE NICs

Bandwidth assured by dedicated physical NICs  Traffic types could dominate others through
oversubscription
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Ethernet + Fiber Channel -> FCoE

logically carve up CNA

Server with Traditional Approach

Server with Converged Approach

| 10GEE
Single Cable

host sees 2 x 10GbE + 2 x HBA
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Carve 10GbE -> logical Nics

40-Gbps Bandwidth 40-Gbps Bandwidth
to Fabric A to Fabric B 10GBASE-KR

/ Unified Network
Fabric, 4 to Each

Fabric Extender

Cisco UCS
VIC 1280

Hardware
PortChannel

Cisco VIC
adapter

Mezzanine
/ Card Form
Factor

Primary/
Path

7 W00
Secondary ¢ T
Path /' : : ‘7:“. S0

8 Al
256 Programmable £ il
Virtual /

Interfaces

Ethernet NICs N X Fibre Channel HBAs

host sees ? x ?GbE + (? x HBA)
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Cisco UCS (Unified Computing System)

VIC Cards
256 vNICs and vHBA and present them to the host.
uses QoS Lanes to segregate traffic

switching external to chassis

il Unified Computing System
cIsco P

remote line cards
fabric extenders (FEX)
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Cisco UCS (Unified Computing System)
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Cisco UCS (Unified Computing System)

Deployment with

Cisco Unified Computing System
Cisco Nexus Products

10 Gigabit Ethernet and

Fibre Channel Uplinks ot
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HP BladeSystem + Cisco

Cisco Fabric Extender for HP BladeSystem (B22HP)
2 x 10GbE + Remote Line Cards (FEX)

Consistent Blade and Rack Architecture

LAN SAN A SANB
e ///
‘ ey v p——y N\
Distributed Modular System 1 Cisco Nexus Parent Switches
/ e
”~ a X p 4 ~\ N
Blade Chassis Blade Chassis Blade Chassis Blade Chassis Rack Servers Rack Servers
with Cisco Nexus with Cisco Nexus with Cisco Nexus with Cisco Nexus with ToR with ToR
B22 B22 B22 B22 Fabric Extenders Fabric Extenders
« Enhanced Ethernet Ethernet Fibre Channel
and FCoE
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HP BladeSystem Virtual Connect
8 x FlexNics per blade

FlexFabric for FCoE
6 x VNIC + 2 x vHBA

Flex-10 for Ethernet
8 X VNIC

Virtual Connect switching internal to chassis
no LACP across switches
rate limiting to segregate traffic

WOODITWORK.COM




HP BladeSystem Virtual Connect
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HP BladeSystem Virtual Connect
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HP BladeSystem Virtual Connect

LAN/NAS
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HP BladeSystem Virtual Connect

LAN/NAS
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Traffic Protection & Security

management vMotion
VM... ethernet storage
DMZ FCoE Storage
backup FT

Options:
physical hardware
logical hardware
software
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Physical Hardware Separation

physical separation
port group traffic direction

Virtual Switch: vSwitcho FRemove... Properties...

LAN/NAS - '.'|:|_|-1= S ] '-.;-1";;;;:':1 10000 Full | §3

WLAN ID: 632 a BH vmnicd 10000 Full | G

2' ’ﬂ :"-, . SIE;:EFS;:jE’J- -
4 \ 4 \ VLAN ID: 600
o gle;;rgjjm_di: 2 \ Primary on vmnic0

WLAN ID: 641

by pNics & uplinks

Stc:rage VMkeme! Port _ _
H —Management— 3 WMkernel Primary on vmnic1
vmk0 : 10.1.100.101 | VLAN ID: 603

Cervice Console Port Name | Speed
[ Service Console i Active Adapters
vswif0 :10.1.100.1 | VLAN ID: 603 B3 vmnicd 10000 Full
Standby Adapters
e b el ot ke al aka a1l e 2L ok BB vmnict 10000 Full
Unused Adapters
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Logical Hardware Separation

Cisco VIC/HP FlexNics
multiple PCI Nics to host

=) File Action View Window Help =181 ]|
Device + | Gpeed Configured Switch MAC Address - AE & @m a
Broadcom Corporation NC532i Dual Port 10GbE Multifunction BL-C Adapter =) ;gsm;:st;rmMTa;:Eement (Loc %ﬂef A
ER vmnicl 2500 Full  MWegotiate wSwitchl 00:17:a4:77:24:f0 = {gg] Event Viewer Dk ciyes
+ g Shared Folders + @ Display adapters
R vmnicl 2500 Full  Megotiate wSwitchl 00:17:a4:77:24:12 i G Local | serss0c lofl B0 £ 0dil Hneyi Inteiface Devices
+ @ Performance Logs a + = Keyboards
ﬂ '|'|T||'|i|:2 25[“:' FIJ” NEQ l:ltlﬂte NDI'IE |:||:|. 1?.34.??.24.1!4 _.% Device Manager + '»‘) Mice and other pointing devices
R e S e =15 Storage + 3 Monitors
Bl vmnic3 2500 Full  Megotiate Mone 00:17:a4:77:24:f6 : ggfm"ab'e Storagell 5 4 ik
isk Defragmenter =
2 3 . . . . . & Disk Management H8 HP NCS532i Dual Port 10GbE Multifunction BL-c Adapter
m wmnics 2500 Full M ed ofiate Mone 00:17:a34:77:24:f8 +-(8# Services and Applicatior 8 HP NC532i Dual Port 10GbE Multifunction BL-c Adapter #2
z - . . . . - H8 HP NC532i Dual Port 10GbE Multifunction BL-c Adapter #3
m Wmnics 2500 Full NEQ otiate None 00:17:a4:77:24:fa 8 HP NCS32i Dual Port 10GbE Multifunction BL-c Adapter #4
- - . . . - - H8 HP NCS532i Dual Port 10GbE Multifunction BL-c Adapter #5
m wmnich 2500 Full Megotiate Mone 00:17:a4:77:24:fc E#@ HP NCS32i Dual Port 10GbE Multifunction BL-c Adapter #6
m '|'|T||'|i|:? 25[“] FIJ” NEQ Dtlﬂte NDHE |:||:|' 1?.34.??.24.1:.3 H® HP NCS32i Dual Port 10GbE Multifunction BL-c Adapter #7

E8 HP NCS32i Dual Port 10GbE Multifunction BL-c Adapter #8,
orts (COM & LPT)

+- €& SCSI and RATD &

4 | __b_] #- @, Sound, video and game controllers _:J

multiple traffic lanes
convergence at the switch
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Logical Hardware Separation

Cisco VICs = 8 x QoS lanes HP FlexNics
(queuing/shares) rate limiting on send

(policing)

HOV Lanes
(Fabric-based QoS) / Off-Ramp Metering
EI (NIC Rx Rate Limiting)

20% | 5% 5% | 40% | 30%

Traffic Forced Into Metering Always On
Lanes Only During Even If No Highway
I ani 1 Congestion Congestion
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(NIC Tx Rate Limiting)
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Software Segregation

Cisco Nexus 1000V Virtual Switch
QoS (802.1p)
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¢ VMware vSphere
Enterprise Plus

VMware vSphere Distributed Switch (VDS) '
Network I/O Control (NIOC)
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Cisco Nexus 1000V o:\.,,” >
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virtual switch installed on ESXi 't:v

replaces VMware switch v

acts as line card of modular switch
each VM on a port of 1000V
managed like physical servers
port profiles = network config

port profiles -> vCenter Port Groups
QoS

WOODITWORK.COM -t’



Cisco Nexus 1000V QoS

traffic marking
Bl before hitting adapter
similar to UCS VIC QoS
not FCoE/UDP
class-based weighted fair queuing (CBWFQ)

guaranteed minimum bandwidth = shares
all the way up to the switch
802.1p world boundary (no HP VC)
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Cisco Nexus 1000V QoS
E3

class-map type queuing match-any nlkv_control packet_class
match protocel nlk control

match protocel nlk_ packet

match protocol nlk _mgmt

class-map type queuing match-all vm platinum class

match cos 3

class-map type queuing match-all vm gold class

match cos 4

class-map type gqueuing match-all vmotion class

match protocol vmw_vmotion

class-map type queuing match-all vmw mgmt class

match protocol vmw _mgmt

vMotion
VM_Platinum
VM_Gold

Platinum Class
Default ~—

ESX Management

Nexus 1000V Control and Packet vMotion Class

o
Cisco Nexus Output Interface ’
‘C‘I’OOV Control Queue VMware ESX
ass Host pNIC

Cisco Nexus 1000V VEM
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VMware Network I/0O Control

requires vSphere Distributed Switch (Ent+)
outbound only, not marked
before hitting adapter
not FCoE/UDP
Load-based Teaming
isolation, shares, limits

resource pools 14%
VM vMotion vSphere Replication 29%
NFS FT User Defined -
iISCSI Management
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VMware Network I/0O Control

l l l l l l ll -1-_-1-_—

vNetwork Dlstrlbuted Portgroup

‘ ‘ ~ Teaming Policy J

Ll [N =
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vMotion 15 1 500
Mgmt 30 Limit enforcement
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VM
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VMware Network I/0O Control

Shares & Limits as Confiqured
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NFS, VM, and FT traffic
take a dip during
vMotion

111111

N | NetlOC enabled |
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T e | NFS, VM, and FT traffic |
: ‘ g concurrent vMotion
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Future

more bandwidth
standard switch is on notice
VXLAN
local storage (VSA/vVSAN)
VMware vVolumes
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After all that...

10 GbE bandwidth is a lot!
logical separation or 2 x 10GbE with QoS/NIOC
10GbE minus FCoE
where is the switch?
availability/load balancing at the host
all uplinks active, don’t waste bandwidth
pod approach
testing
VBlock/FlexPod/HP BladeSystem Matrix
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Resources

wooditwork.com
bradhedlund.com
mseanmcgee.com
rayheffer.com
www.vmware.com/files/pdf/techpaper/VMW _Netioc_BestPractices.pdf
www.cisco.com/en/US/products/ps9902/index.html

www.cisco.com/en/US/docs/solutions/Enterprise/Data_Center/UF_FCoE_
final.html

h18004.www1.hp.com/products/blades/virtualconnect/index.html

www.viktorious.nl/2012/11/12/featured-vmug-presentation-designing-a-
vsphere-deployment-for-cisco-ucs-blades
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