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what’s new
vCenter
platform services controller
install & upgrades
certificates

blog all the things...

http://www.wooditwork.com/2015/02/02/whats-new-vsphere-6-0-introduction/
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vSphere 6: What’s New

virtual volumes
virtual SAN 6 (2.0)
vMotion everywhere
multi-CPU FT
content library
vCenter and ESXi updates
web client is faster! ©
good docs:

http://pubs.vmware.com/vsphere-60/index.jsptcom.vmware.vsphere.doc/GUID-1B959D6B-
41CA-4E23-A7DB-E9165D5A0E80.html
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Virtual Volumes

per VM storage Vendor Provider (VP): data ops mgmt

policy driven (like VSAN) Storage Containers (SC): data capacity mgmt

NFS/iSCSI/FT — who cares? Protocol Endpoints (PE): access mgmt
PN | e | e | —| P vM  vm | vm vm | vm
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http://www.wooditwork.com/2014/08/26/whats-new-vsphere-6-0-virtual-volumes/

VSAN 6 (2.0 )

all flash VSAN
Virsto snapshot and clone integration

JBOD for blades
64 host cluster
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vMMotion everywhere

across vCenters
across vDS, from vSS to vDS
long distance up to 100ms RTT
same SSO domain for Ul, different SSO domain with API
VM UUID/events/tasks/rules/resources maintained with move

\ | J " VCenter J

VM VM VM VM 5 VM VM VM

Lvos \>~ J_\_“C."nnec,,v,t‘y‘__{':os \>~J

http://www.wooditwork.com/2014/08/26/whats-new-vsphere-6-0-vmotion/
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SMP vCPU FT

up to 4 x vCPUs and 64GB RAM
I & “ T~y new fast check syncing mechanism

any disk type
VM Fast Checkpointing VM se pa I’ate StO rage
4 vCPU 4 vCPU allow snapshots + backup
Primary Secondary needs 10GbE
J
not supported on: Datastore 1 Datastore 2
storage DRS, VVOLs, VSAN, vCD, vSphere Replication mx config fie

vmdk files (new)
Allowed to be on different datastores (new)

http://www.wooditwork.com/2014/08/26/whats-new-vsphere-6-0-faul
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http://www.wooditwork.com/2014/08/26/whats-new-vsphere-6-0-fault-tolerance/

Content Library

central replicated content store
templates, vApps, ISO images, scripts

publish and subscribe to replicate across VCs
publicly available, William Lam nested ESXi:

http://www.virtuallyghetto.com/2015/04/subscribe-to-vghetto-nested-esxi-
template-content-library-in-vsphere-6-0.html

can’t attach .ISOs directly
templates stored as .OVFs, not VMs/.OVAs

http://www.wooditwork.com/2014/08/27/whats-new-vsphere-6-0-content-library/
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Big Up!
i | emenss

32 Hosts per Cluster 64 Hosts per Cluster
4000 Virtual Machines per Cluster 8000 Virtual Machines per Cluster
320 CPUs 480 CPUs
4 TB RAM 12 TB RAM
512 Virtual Machines per Host 1000 Virtual Machines Per Host

128 vCPUs

4 TB RAMto 12 TB RAM (depending on partner)

Hot-add RAM now vNUMA aware

WDDM 1.1 GDI acceleration features

xHCI 1.0 controller compatible with OS X 10.8+ xHCI driver

Serial and parallel port enhancements
A virtual machine can now have a maximum of 32 serial ports
Serial and parallel ports can now be removed
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Project Fargo=VMFork

rapidly clone a running VM

*'} under a second
:‘fg parent VM quiesced and forked,
Parent VM child VM is born
Y :
chiicivm WP W cizvm  USes disk and memory of parent
for reads
] oot @HE)]  networking to give it new MAC
L Mg J COW Memory Clone | Ny, Mg J fudge AD
@ Linked Clone 0 copy on write for deltas
create Delta Disks S —

http://www.yellow-bricks.com/2014/10/07 /project-fargo-aka-vmfork-what-is-it/
http://www.wooditwork.com/wp-content/uploads/2014/08/IMG 4921.ipg
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Project Meteor

Fargo + Cloud (App) Volumes

Just in Time Desktops

user login
fork a clean base
win7/8/10? desktop

appVolumes delivers apps
http://blogs.vmware.com/cto/inspired-mobility/
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vCenter & Platform Services Controller

Platform Services Controller vCenter Services
vCenter Single Sign-On Management Node
License Service vCenter Server
Lookup Service vSphere Web Client
VMware Directory Service vCenter Inventory Service
VMware Certificate Authority vSphere Auto Deploy

vSphere ESXi Dump Collector

Platform
r Services =

Controller Platform

Services. vSphere Syslog Collector
’ (Windows)/VMware Syslog

Platform
B s - Service (Appliance)

Controller
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Windows VC vs VMCA (Appliance)

VCSA install now .ISO + html, not .OVA
VCSA no SQL support, only external = Oracle
use VMCA for PSC?

Hosts per VC 1k v
Powered on VMs per VC 10k v
Hosts per cluster 64 v
VMs per cluster ok v
Linked Mode 10 e

* Single instance VC with embedded vPostgres

vCenter to VCSA converter (SQL Only)

http://www.virtuallyghetto.com/2015/03/long-awaited-fling-windows-vcenter-server-
to-vcsa-converter-appliance-is-finally-here.html
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vCenter components

vCenter Sarver 5.1 or 5.5

vCenter Sarver §.0

= yCenter Inventory
SEervices

+ vSphere Wab Client

= ySphere Auto Deploy

= vSphere ESXi Dump
Collactor

= ySphere Syslog
Collactor

= yCanter Sarver

Platfarm Servicas
Confrollar

= yCenter Single Sign-0n

* vSphere License
Sarvice

= VMware Cerificate
Authority
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Enhanced Linked Mode

replacement for Linked Mode
single view across vCenters in single SSO domain
no longer ADAM (windows only), uses internal VMDir
replicates across Windows and Appliance
now replicates policies and tags
recommended to use an external PSC

Windows Yes Yes
Appliance No Yes
Single Inventory View Yes Yes
Single Inventory Search Yes Yes
Replication Technology Microsoft ADAM Native
« Roles & Permissions Yes Yes
+ Licenses Yes Yes
+ Policies No Yes

- Tags No Yes
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PSC Recommended Topologies

g Virtual Machine or Server g
f.f’

Platform Services

Conftroller

Y
A

vCenter Server

—— e ————— ——— — —

1 x SSO domain
1 x SSO site
1 x vCenter with embedded PSC
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PSC Recommended Topologies

|

|

| Platform Services
' Controller

Virtual Machine or Server Ju

Virtual Machine or Server J

1 x SSO domain
1 x SSO site
1 x vCenter with external PSC

|
|
¢
|
|
|
|
|
\
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PSC Recommended Topologies

Platform Services
Controller
Virtual Machine or Server Virtual Machine or Server

1 x SSO domain
1 x SSO site
1 x external PSC
1+ vCenters with external PSC
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PSC Recommended Topologies

= Virtual Machine or Server g = Virtual Machine or Server g

Platform Services . " Platform Services
Controller Controller

Virtual Machine or Server Virtual Machine or Server

1 x SSO domain
2+ SSO sites
2+ external PSCs

Virtual Machine or Server

Virtual Machine or Server

vCenter Server

2+ vCenters with external PSC
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PSC Recommended Topologies

1 x SSO domain
1 x SSO site
2+ external PSCs
1+ vCenters with external LB PSCs

1 x 3" party load balancer
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PSC NOT-Recommended Topologies

= \Virtual Machine or Server [ = \/irtual Machine or Server =9
' Lo :
Platform Services *J'} Platform Services |
Controller I Controller [
I l
| |
| |
: :
I I
|. .I

1 x SSO domain
1 x SSO sites
2+ vCenters with embedded PSC
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PSC NOT-Recommended Topologies

Platform Services < » vCenter Server
Controller

| 1
i
[} !
%, P
. -

£

Virtual Machine or Server & P Virtual Machine or Server NN

-
|
|
|
|
|
|
|
|
|
|
|
|
|
|
Y, 4

1 x SSO domain
1 x SSO site
0 x external PSC
1+ vCenters with external PSCs
1+ vCenters with embedded PSCs
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PSC NOT-Recommended Topologies

Virtual Machine or Server Virtual Machine or Server

Platform Services A, > Platform Services
Controller Controller
T

1 x SSO domain
1+ SSO sites
1+ external PSCs

1 x vCenters with external PSCs
1+ vCenters with embedded PSCs
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5.

Repointing SSO

remove Inventory Service account from SSO
re-register Inventory Service with SSO

register vCenter Server with different SSO instance

re-register vCenter Server with Inventory Service / b

register the Web Client with different SSO instance w =

http://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displayKC&exter

nalld=2033620

upgrade vCenter Single Sign-On 5.1 for External Deployment

http://pubs.vmware.com/vsphere-

60/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc%2FGUID-2CES54F5E-4FB8-42FE-A32F-

9AC2BCB53FBA.html

upgrade vCenter Single Sign-On 5.5 for External Deployment

http://pubs.vmware.com/vsphere-60/index.jsp#tcom.vmware.vsphere.upgrade.doc/GUID-

A94C1617-5F15-402A-B462-1AC6A041C73E.html
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http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2033620
http://pubs.vmware.com/vsphere-60/index.jsp?topic=/com.vmware.vsphere.upgrade.doc/GUID-2CE54F5E-4FB8-42FE-A32F-9AC2BCB53FBA.html
http://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.upgrade.doc/GUID-A94C1617-5F15-402A-B462-1AC6A041C73E.html

PSC Docs

PSC FAQ

http://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displ
ayKC&externalld=2113115

vCenter Architecture Changes

http://blogs.vmware.com/consulting/2015/03 /vsphere-datacenter-design-vcenter-
architecture-changes-vsphere-6-0-part-1.html

List of recommended topologies for VMware vSphere 6.0.x

http://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displ
ayKC&externalld=2108548
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http://blogs.vmware.com/consulting/2015/03/vsphere-datacenter-design-vcenter-architecture-changes-vsphere-6-0-part-1.html
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2108548

vSphere 6+ Upgrade Steps
1. SSO External 8. VRO, VR, VUM, vROPS, VDP, Hyperic, VIN
2. VRA, VCM, ITBM 9. vCC, vRLI, BDE, SRM
3. VRAS, vCD 10. ESXi
4. VCNS, NSX Manager 11. VMware Tools, vShield/NSX Edge
5. NSX Controllers, View Composer 12. vShield App&Endpoint/NSX LFw/Guest
6. View Connection Server IDS/View Agent&Client
/. vCenter Server

http://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displayKC&externalld=2109760
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vCenter install/upgrade

for Web Client on vCenter, need Desktop Experience Feature + patched
only way to get Flash Player in IE with 2012/2012R2

turn off IE enhanced security mode

SQL Express migrated to PostreSQL
point to PSC and enter SSO credentials
need short name support

at least 2 vCPUs (enforced)

at least 12GB of RAM (8GB enforced)
install now lists missing SQL permissions
TPS off by default

WOODITWORK.COM

VMware vCenter Server ] x|

WA Error: The user associated with the DSN has insufficient privileges.
! Resolution: Provide sufficient privileges for the user by granting
—  the user the following permissions:
* VIEW SERVER STATE
* VIEW ANY DEFINITION

[

Help Q

Password must adhere to the following
requirements

* At least 8 characters

* No more than 20 characters

* Atleast 1 uppercase character

* At least 1 lowercase character

* Atleast 1 number

* At least 1 special character (e.g., T, '(, '@, etc.)
* Only visible lower-ASCII characters (spaces are
not allowed)




vCenter/PSC installation options

Select deployment type

Select the component to deploy.

fresh install.

Embedded Deployment

vCenter Server and Embedded Platform Services Controller

External Deployment
Platform Services Controller

e vCenter Server

A previously installed Platform Senvices Controller is
required Ve

WOODITWORK.COM

¥ VMware vCenter Server 6.0.0

VM or Host

Platform Servios

Controfer

vCenter Sorvor

VM or Host

Platform Services

Controllor

VM or Host VM or Host

Caonter Sorver vCeandor Sarver

< Back Next >

vCenter Server 6.0.0 requires a Platform Services Controller, which contains shared services such as vCenter Single Sign-On,
Licensing, and Certificate Management. An embedded Platform Services Controller is deployed on the same Windows Host as
vCenter Server. An @ternal Platform Services Controllers is deployed in a separate Windows Host. For smaller instaliations,
consider vCenter Server with an embedded Platform Senvices Controller. For larger installations with multiple vCenter Servers,
consider one or more Platform Services Controllers. Refer to product documentation for more information.

Note: Once you deploy vCenter Server, you can only change from an embedded to an external Platform Services Controller with a

Cancel




vCenter 5.0
upgrade

vCenter Server 5.0 vCenler Server 6.0

Platform Services
Controller
Embedded
Deployment
Operaling System
Platform Services
Operating System External ler
Deployment

Operating System

Operaling System

==
|
==
——
==

http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc%2FGUID-
78B9F91E-36BE-4B76-B214-BF8229576C30.html
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http://pubs.vmware.com/vsphere-60/index.jsp?topic=/com.vmware.vsphere.upgrade.doc/GUID-78B9F91E-36BE-4B76-B214-BF8229576C30.html

vCenter 5.1/5.5
with embedded SSO

vCenter Server 5.1 or 5.5 vCenter Server 6.0

Platform Services
Controller

Operating System Operating System

http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc%2FGUID-
78B9F91E-36BE-4B76-B214-BF8229576C30.html
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http://pubs.vmware.com/vsphere-60/index.jsp?topic=/com.vmware.vsphere.upgrade.doc/GUID-78B9F91E-36BE-4B76-B214-BF8229576C30.html

vCenter 5.1/ 5.5
with external SSO

vCenter Server 5.1 or 5.5 vCenter Server 6.0

Operating System Operating System

Controller

—_—

Operating System Operating System

http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc%2FGUID-
78B9F91E-36BE-4B76-B214-BF8229576C30.html
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http://pubs.vmware.com/vsphere-60/index.jsp?topic=/com.vmware.vsphere.upgrade.doc/GUID-78B9F91E-36BE-4B76-B214-BF8229576C30.html

vCenter 5.1/5.5
with remote Auto Deploy

vCenter Server 5.1 or 5.5 vCenter Server 6.0

Platform Services
Controller

Operating System Operating System

Operating System l Operating System

http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc%2FGUID-
78B9F91E-36BE-4B76-B214-BF8229576C30.html
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http://pubs.vmware.com/vsphere-60/index.jsp?topic=/com.vmware.vsphere.upgrade.doc/GUID-78B9F91E-36BE-4B76-B214-BF8229576C30.html

vCenter Server 5.1/5.5
with remote Web Client/SSO

vCenter Server 5.1 or 5.5 vCenter Server 6.0

L6 4 .

Operating System Operating System

Operating System Operating System

http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc%2FGUID-
78B9F91E-36BE-4B76-B214-BF8229576C30.html
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http://pubs.vmware.com/vsphere-60/index.jsp?topic=/com.vmware.vsphere.upgrade.doc/GUID-78B9F91E-36BE-4B76-B214-BF8229576C30.html

vCenter 5.1/ 5.5
with all remote components

vCenter Server 5.1 or 5.5 vCenter Server 6.0

nt ntory

Data

Operating System only

Operating System

Operating System

Operating System

Y,
I I

Operating System Operating System

http://pubs.vmware.com/vsphere-60/index.jsp?topic=%2Fcom.vmware.vsphere.upgrade.doc%2FGUID-
78B9F91E-36BE-4B76-B214-BF8229576C30.html
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Stepping stones

Mixed-Version Transitional Environments in
vCenter Server for Windows Upgrades

| Platform Services Controller 6.0 |

I Platform Services Controller 6.0 |

Operating System

Virtual Machine
or Physical Serve

Platform Services
Controller 6.

[ Operating System

Virtual Machine
or Physical Server P —————— ‘

http://pubs.vmware.com/vsphere-60/index.jsptcom.vmware.vsphere.upgrade.doc/GUID-FDF1D082-
36EB-41EB-9D97-A48D33A1D843.html
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Upgrading VCSA

actually a migration (from 5.1 U3/5.5)
1. download and mount VCSA .I1SO @

install Client Integration Plugin

vCenter- Server Appliance 6.0

browse .I1SO setup html

select upgrade, disable DRS
point to an ESXi host

enter VCSA name, enable SSH
enter existing appliance & host details/credentials

choose to migrate perf and historical data

O 0 N O Uk WDN

set datastore & temporary networking
(IP changed to old server after migration)
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Update Manager

still mostly C# client \\\>§>
still 32-bit DSN

mount .ISO and next next...finish

reset service from local system to AD account
DB permissions check
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Upgrade ESXi

check driver compatibility

blocked drivers in 6.0 (incl. consumer Nics)
http://www.v-front.de/2015/03/vsphere-6-is-ga-ultimate-guide-to.html

VMES 3 deprecated

update manager offline bundle
VUM in fat client download vendor/VMware bundle
import vendor/VMware image power down/migrate VMs
create a baseline esxcli software profile update -d
/vmfs/volumes/shared/VMware-ESXi-6.0.0-
attach to host/cluster 2494585-depot .zip -p ESXi-6.0.0-2494585-
scan for upgrades standard
checks for incompatible VIBs . _
remediate installation .ISO
oo boot from .1SO
I e select Upgrade

npx.vrhbal :CO:TH:LB.

WOODITWORK.COM



http://www.v-front.de/2015/03/vsphere-6-is-ga-ultimate-guide-to.html

ESXi 6.0 Security

ESXCLI commands to manage local accounts

central ESXi permission management

account lockout (failures & time)
http://www.v-front.de/2015/04/watch-out-esxi-60-introduces-root.html

password complexity via Host Advanced System Settings
better auditing in logs, vCenter users in ESXi logs rather than vpxuser
new lockdown modes:
normal=DCUI.Access allowed strict=DCUI stopped
smart card to DCUI for US federal customers

vSphere hardening guide beta (with more scripting)

http://blogs.vmware.com/vsphere/2015/04/vsphere-hardening-guide-6-0-public-beta-1-
available.html
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vCenter 5.5 Certificates

BTSN
>N

‘(l

{,
¥
1 \ :

separate certs for each component

painful to manage separately

o y inv. ' Web W Ssinge
vienter o service B Client J|. Sign-On
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http://www.google.co.uk/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=0CAgQjRw&url=http://www.psd100.com/certificate-icon-3/&ei=bRY1VfDNINDraOvdgPAN&psig=AFQjCNF-1xXeARj3tc79MLOhz2WBo5R_bA&ust=1429628909657195
http://www.google.co.uk/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=0CAgQjRw&url=http://www.psd100.com/certificate-icon-3/&ei=bRY1VfDNINDraOvdgPAN&psig=AFQjCNF-1xXeARj3tc79MLOhz2WBo5R_bA&ust=1429628909657195

vCenter 6.0 Certificates

more components
grouped into Solution Users

IlSt S U S . http://pubs.vmware.com/vsphere-60/index.jsp#fcom.vmware.vsphere.security.doc/GUID-
03705B8B-7B63-4C9A-961C-8DCB1D857557.html

-

VPXD
~ API-Proxy
_ Workflow-Manager
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vCenter 6.0 Certificates

The VMware Certificate Authority (VMCA)

root or intermediary certificate authority VRIS Cereacee

Authority
signs own certs VMCA

provisions to ESXi & vCenter

The VMware Endpoint Certificate Service (VECS) g:twiﬁa;;f ’g‘;’:ﬁ’;ﬂ;

certificate and private key store VECS
vCenter certs all stored here
ESXi host certificates stored locally, can be provisioned from the VMCA

VMCA optional, can use own CA
VECS mandatory for cert & key store
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Certs in the PSC

Secure Token Service VMCA and VECS

=

k-

-,

A

p

-

R

=

U

J

ldentity Management Service

P

N

Vidware
Certificate

Authority

N

[

|
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VMCA Deployment Options

VMCA Root CA (Default)
VMCA acts as entire certificate authority
simplest & default deployment
certs limited to VMware components
need to trust VMCA in browsers

VMCA Subordinate VMCA (Enterprise)
changed from root CA after installation
VMCA trusted CA to your enterprise CA
VMCA issues certificates = simpler

External CA (Custom)
use existing enterprise PKI solution
issue and use all your own certs
upload to VECS
VECS still manages & stores certs

http://pubs.vmware.com/vsphere-
60/index.jsp#fcom.vmware.vsphere.security.doc/GUID-BD70615E-
BCAA-4906-8E13-67DODBF715E4.html

Hybrid
VMCA for internal (to SSO)
replace certs for network traffic

all certificate management done from CLI
upgraded 5.x vCenters or hosts keep existing certificates.
Derek Seaman = cert tool guru: http://vexpert.me/Derek60
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